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https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://www.federalreserve.gov/supervisionreg/srletters/SR2602.pdf
https://www.federalreserve.gov/supervisionreg/srletters/SR2602.pdf
https://www.federalreserve.gov/supervisionreg/srletters/SR2602.pdf
https://www.federalreserve.gov/supervisionreg/srletters/SR2602.pdf
https://www.bankofengland.co.uk/prudential-regulation/publication/2023/may/model-risk-management-principles-for-banks-ss
https://www.bankofengland.co.uk/prudential-regulation/publication/2023/may/model-risk-management-principles-for-banks-ss
https://www.bankofengland.co.uk/prudential-regulation/publication/2023/may/model-risk-management-principles-for-banks-ss
https://www.bankofengland.co.uk/prudential-regulation/publication/2023/may/model-risk-management-principles-for-banks-ss
https://www.mas.gov.sg/-/media/mas/news-and-publications/monographs-and-information-papers/feat-principles-updated-7-feb-19.pdf
https://www.mas.gov.sg/-/media/mas/news-and-publications/monographs-and-information-papers/feat-principles-updated-7-feb-19.pdf
https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng
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Al

Appendices

Overview of risk framework adoption
by region (non-exhaustive)

Sub-region/
country

Common risk/govern-

ance frameworks used by

financial services for Al

Application/key call-outs

Global

Americas

Europe, the Middle
East and Africa

Cross-jurisdiction

— NIST Al RMF 1.0 (+ genAl
profile)

- ISO/IEC 42001
- ISO/IEC 23894

- ISO/IEC 27001/27002
(security controls)

— OECD Al Principles
— UNESCO on Ethics of Al

Used as a common baseline to harmonize responsible
Al requirements across business lines and countries,
then mapped to local regulator obligations. ISO 42001
is often adopted as the management-system wrapper;
NIST/ISO 23894 provide practical risk processes;
OECD/UNESCO are used most often for principles,
policy language and external stakeholder alignment.

us — Federal Reserve SR 11-7/ Extends model risk management to AlI/ML/genAl
OCC 2011-12 (updated (inventory, tiering, validation, monitoring, independent
to SR 26-2) (Model Risk review), with NIST Al RMF used as overlay for
Management); NIST Al broader non-model risks (human impact, governance,
RMF; sector cybersecurity transparency). Strongest applicability is banking
baselines (e.g. NIST CSF (prudential focus), but insurers and fintechs commonly
as a control reference) align as it provides evidence-grade governance

expectations for regulated decisions.
Canada — OSFI guidance/ expectations Typically treated as part of enterprise risk management.

(model risk, operational risk,
third-party risk)

— ISO/NIST overlays

Al is governed through model risk (where predictive),
operational risk and third-party risk, with ISO/NIST used
to standardize practices across groups. Practical call-
out: regulator focus is often on robustness, controls and
accountability rather than a single Al-specific statute.

Latin America

— Local financial supervisor
requirements and guidance
(varies by country)

— Local data protection laws

— Central bank/payments
regulator rules for
digital finance

— Voluntary standards (ISO/IEC
42001; ISO/IEC 23894; NIST

In Latin America banks, insurers and fintechs typically
implement Al governance through domestic banking/
insurance supervisors, central banks and data
protection authorities, rather than a single region-wide
Al statute. MNIs in the region usually overlay ISO/NIST
to standardize controls and evidence across countries,
and local firms also adopt these standards selectively
to meet partner/outsourcing assurance needs, cross-
border group requirements and investor expectations.

Al RMF)
EU - EU Al Act EU Al Act is the dominant compliance driver (risk
— GDPR classification + obligations), with GDPR shaping data/
automated decisioning controls and DORA driving
- DORA resilience and third-party management for Al services.
- EBA guidance on ML for IRB Banking internal-model use cases often add EBA/
(banks) ECB supervisory expectations; 1ISO 42001/23894
— ISO/IEC 42001/23894 are commonly used to operationalize a management
system and risk process across the organization.
UK — PRA SS1/23 Model Risk UK approach is commonly “MRM-first” (especially for

Management principles
— FCA expectations

(conduct/consumer outcomes)

— ISO/NIST overlays

banks): firms extend PRA model risk principles to Al/
genAl and use ISO/NIST to broaden into enterprise
governance (policy, controls, audit evidence).
Compared with the EU Al Act, the UK has historically
relied more on regulator principles and supervisory
expectations than a single cross-economy Al statute,
s0 mapping and documentation discipline matters.

The Al Playbook for Financial Services
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Region

Europe, the Middle
East and Africa

Asia-Pacific

Sub-region/
country

Common risk/govern-

ance frameworks used by

financial services for Al

Application/key call-outs

Middle East — National Al strategies/ Many financial services firms use ISO/NIST as the
ethics principles (vary) dominant operational baseline and then tailor to
— ISO/IEC 42001 national digital/Al strategies and data laws. A common
differentiator is strong emphasis on national digital
— NIST Al RMF transformation agendas, with governance often driven
- Sector regulator guidance by regulators and central banks for systemic stability
(where issued) and cyber/third-party risk.
Africa — National Al strategies/data Often firms lean on international standards (ISO/NIST),
protection regimes (vary); ISO/ especially where local Al-specific regulation is still
|[EC 27001; ISO/IEC 42001; emerging. Focus is often on privacy, financial inclusion/
NIST Al RMF consumer protection and operational resilience, with
regulators/central banks influencing expectations.
Singapore — MAS FEAT Principles Singapore is a leading reference point for FS-specific
— MAS Al Model Risk fairness/ethics expectations (FEAT) and practical
Management model risk governance for Al, with tooling/assurance
approaches promoted via Al Verify. MAS guidance
— Ll o] 2 quemance used as a “gold standard” overlay on ISO/NIST,
Framework/Al Verify especially for customer-impacting decisions (credit,
— ISO/NIST overlays pricing, fraud, advice).
Hong Kong — HKMA High-level Used primarily as supervisory expectations for
Principles on Al governance, accountability, and controls, commonly
— ISO/NIST overlays implemented through model risk management and third-
party risk processes. Compared with Singapore’s FEAT,
the HK approach is more principles-led and typically relies
on firms’ internal frameworks to evidence implementation.
Australia — APRA prudential expectations Al governance is commonly implemented via existing
(operational risk, CPS 230/ prudential risk disciplines, operational resilience, third-
outsourcing, information party risk, security and (increasingly) model risk rather
security, model risk practices) than a single Al rulebook. Tends to be most stringent for
— ISO/NIST overlays banks and insurers regulated by APRA,; fintechs align to
meet partner and customer assurance expectations.
Japan — Japan Al governance Firms typically align to national governance guidance
guidelines (cross-industry) and then operationalize via ISO/NIST to create
— ISO/IEC 42001 auditable controls across the Al life cycle. Compared
with the EU, the approach is less compliance-by-risk-
- NIST Al RMF tier and more governance-by-principles, so internal
control design and monitoring are central.
India — National Al guidance/initiatives Financial services firms commonly implement global-

(evolving)

— Sector regulator expectations
(RBI/IRDAI where applicable)

— ISO/NIST overlays

standard governance (ISO/NIST) and tailor to local data
rules, outsourcing, and sector supervisory expectations as
they evolve.

Given the fintech/neobank ecosystem and extensive third-
party dependencies, third-party risk, data governance and
consumer protection controls are often emphasized.

China (Mainland)

— Cybersecurity Law (CSL)
— Data Security Law (DSL)

— Personal Information
Protection Law (PIPL)

— CAC algorithm
governance rules

— NFRA data security rules
(banking and insurance)

Local Chinese financial services firms typically implement
Al governance as part of a broader compliance stack,
focused on data localization, security, algorithm filing
and assessments, and strong content/safety controls

MNCs operating in China (including foreign banks,
insurers with PRC entities/ branches/JVs) generally run
a dedicated “China compliance” variant of their global Al
framework to meet data residency/cross-border transfer
constraints and local supervisory expectations, often
requiring separate tooling, vendors and governance
evidence tailored to Chinese regulators.
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A2

Risk category

Reputational risk

Overview of Al-driven risks and corresponding
risk management approaches

Risks arising from loss of
trust and credibility with
customers, regulators
and the public when
Al-assisted actions are
wrong or misleading

GenAl/agentic impact

— Unreliable model outputs may
bypass review

— Human challenge may weaken, as
over-reliance and automation bias reduce
escalation and second-line checks

— External deception outpaces controls, as
genAl increases fraud and disinformation

Al-specific foundational
capability requirements

— Quality controls that detect and block

high impact misstatements, with
thresholds for escalation

— Customer visible transparency for Al

involvement and a fast path to human
resolution when confidence is low or
impact is high

— Alincident response, for example:

misstatement, deepfake and public
misinformation incidents

Legal and
regulatory risk

Risks arising from laws,
regulation, supervision,
legal enforceability,
conduct obligations
and financial crime

— Regulators increasingly expect
demonstrable controls and governance
for Al use (not just principles)

— GenAl raises financial crime risk (identity
fraud, deception, disinformation)
intersecting legal obligations

— Credit scoring and similar use cases
trigger strict governance, documentation
and human oversight expectations

— Compliance-by-evidence audit trails that

capture what the system did and why,
including log, monitoring artefacts, model/
agent governance records

— Codify human accountability for regulated

decisions (who approves, who can
override, how intervention is recorded)

— GenAl-enabled financial crime control uplift

(prevention, detection, response, reporting)

Financial risk

Risks that primarily
impact capital,
earnings, liquidity
or valuation through
financial exposures

— Similar models/data across market
participants can increase correlation in
price moves/hedges, worsening value at
risk/stress losses

— Faster Al-driven adjustment in markets
can amplify intraday volatility, widen bid-
ask at moments liquidity might be needed

— Automation can make limit changes/
risk actions happen faster, steepening
P&L swings when regimes shift

— Al crowding and correlation stress testing

(model similarity, correlated unwind
scenarios, ties outcomes to buffers)

— Intraday liquidity risk governance that

matches Al speed (key risk indicators,
triggers, escalation)

— Automated action circuit breakers that

pause or constrain model driven limit
changes and rebalancing during stress

Operational
resilience risk

Risks that threaten the
bank’s ability to deliver
critical operations within
tolerance (end-to-end
service continuity)

— Agentic workflows may reduce human
buffers and failures can propagate across
multiple steps and teams quickly

— Ciritical services may depend on
additional Al providers and outages or
loss of access can impair service delivery

— Agent decision paths and dynamic
execution may complicate root cause
analysis, rollback and controlled restart

— Resilience testing for agent failure

cascades and mass exception events
(not just classic IT outages)

— Define safe fallback modes and service

tolerances and that keep critical services
operating in degraded states

— Third party continuity and exit controls

for Al-critical suppliers with evidence,
recovery playbooks and concentration
risk management

Technology and
cyber risk

Risks arising from
technology engineering
and operation, as well as
hostile compromise of
systems/ information

— New Al interfaces and data flows
may create more opportunities for
compromise and attackers also use Al

— Reliance on a small set of Al/cloud/
model providers may increase exposure
if one is disrupted or compromised

— Deepfakes/voice cloning weaken
human trust signals used in approvals
and servicing

— Agent identity and privilege management

a tier-0 security (tool access
control, segregation of duties, agent
action monitoring)

— Al interface security controls (new

attack surfaces, trust attacks, including
deepfake-resistant verification for
approvals and servicing)

— Al supplier assurance integrated

into cyber third-party risk, including
incident coordination and provider
concentration review

Data and model risk

Risks arising from data
integrity/use and model
behaviour, including
Al/genAl and decision
automation

— Complexity, limited explainability and
opaque training data may complicate data
quality assessment and model validation

— Hallucinations and non-determinism
may create new accuracy and
reproducibility challenges

— Frequent updates to models/

prompts/tools may increase drift
and control burden

— Inventory and materiality for Al systems so

controls scale proportionately to risk

— Independent validation and continuous

monitoring (including hallucinations, non-
determinism, frequent changes to models)

— Unstructured data governance (traceability,

quality checks, provenance)
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A3 Additional reading

/1= Cross-industry Regional-specific
/

Impact on regions

\“\’ "/ Impact on industrial ecosystems

Organizational Al in Action: Beyond  From Paradox Artificial Intelligence Asia’s Human-led
Transformation Experimentation to to Progress: and Cybersecurity: Al Opportunity:

in the Age of Al: Transform Industry A Net-Positive Al Balancing Risks A Framework
How Organizations Energy Framework and Rewards for Transformation
Maximize Al's Potential

/"1 Industry- or function-specific
43

Impact on industries, sectors and functions

Advanced Media,
manufacturing and Life entertainment Financial
supply chains Consumer goods Healthcare science and sport Telecommunications Transport services

[r—
Intoligont Industial

‘Operations Outiook 2026
wine &

(OXOXO)
e
Intelligent Industrial Unlocking Al Value at  The Future of Strategic Choices in  Artificial Intelligence in The Strategic Role Intelligent Transport, ~ Upcoming
Operations Outlook ~ Scale: Workforce Al-Enabled Health: the Age of Al Medlia, Entertainment  of Telecom Providers — Greener Future:
2026 Adoption Leading the Way Shaping the Future and Sport Across the Al Al as a Catalyst
A Practical Guide for of Life Sciences Value Chain to Decarbonize
Consumer Industries Global Logistics
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